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Introduction 

Welcome to the second edition of Better Business. In this booklet we will be focusing 
on fraud and financial crime. 

We will discuss the different types of fraud, how you can increase your awareness 
of them and help prevent them occurring in your business. We will also examine 
the responsibility of FCA regulated firms in accordance with the handbook rules 
on financial crime, particularly money laundering and sanctions.

What is fraud?

Fraud is defined as “wrongful or criminal deception intended to result in financial or 
personal gain.” It can take many forms, such as phishing, identity theft, internal fraud, 
accounting, cyber fraud, card fraud and insurance fraud. Combating fraud forms part 
of the FCA’s consumer protection objectives and falls within one of their priorities 
to prevent financial crime. 

Let’s look at some specific areas of fraud in more detail:

Protecting your data security 

Customer data is classified as any identifiable personal information you 
hold, in any format. For example: name, address, date of birth and bank 
account or credit card details. You must ensure that your customers’ data 
is kept securely, not only to comply with the Data Protection Act, but to 
prevent criminals using this type of information to commit identity theft 
– customers’ information could be used to impersonate them and obtain 
credit, merchandise and services in their name. The criminal can then 
create a false identity with which they can run up debts, create a false 
credit file and even engage in criminal activity in the name of the victim. 

Regardless of the size of your business, you should always consider 
carefully the security of your customers’ data. This data can be 
compromised in various ways, so consider checking the following:

•  Asses the physical safety and security of your business premises.

• Be aware of visitors to your premises – have a sign-in book.

• Operate recruitment checks on new staff.

• Restrict staff access to sensitive areas.

•  Consider further checks for higher risk staff, such as credit 
or criminal checks, to help guard against insider fraud. 

•  If you outsource to third parties, your obligations to keep your 
customer data safe remain. So always conduct due diligence 
on third party suppliers. 

“ As a regulated 
firm, you are 
responsible for 
keeping your 
customers’
data secure
and protected 
from fraud.”

FCA 2015
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Protecting your IT systems

Many attacks may come through your business IT systems. Thieves may try to access 
usernames, passwords and credit card details through ‘malware’ such as computer 
viruses, worms, Trojans, spyware or adware. To protect your IT systems consider 
checking the following:

Identity theft

In financial identity theft, someone uses another person’s identity or information 
to obtain credit, goods, services or benefits. This is the most common form of 
identity theft.

Fraudsters can steal personal information, such as name, address or date of birth, 
from an individual or director of a company. They may use fake ID, such as a passport 
or other company information, to perform transactions as if they were the genuine 
customer. Details are gathered from places such as Companies House or socially 
engineered via phishing e-mails or calls. Identity theft does not just impact personal 
customers – small businesses and corporate clients can all be victims. Fraudsters will 
either open a new account using forged information or take over an existing account 
either directly or by opening an account and having it linked to an existing customer 
record. From here they can fraudulently claim benefits or obtain genuine documents 
in the victim’s name.

• Ensure you have up-to-date anti-virus software on your systems.

•  Keep passwords complex and change them regularly – 
do not share passwords.  

• Do not write down passwords. 

• Ensure screens are locked when left unattended.

•  Be careful how you dispose of waste paper, particularly blank headed paper 
and financial correspondence.

•  All customer data should be disposed of securely by employees – 
for example documents should be shredded (preferably using cross-cut 
rather than straight-line shredders) or placed in confidential waste bins.

•  Tear up or shred statements, invoices to suppliers and signed 
correspondence that you no longer need.

•  Never disclose or email financial details unless you’re absolutely 
confident you know who you’re speaking to or that the website 
you’re using is secure. There are many forms of document abuse:

•  Imposters – one of the most common forms of document 
fraud, where the holder is simply a “look-alike”.

•  Counterfeits – a complete reproduction of a document 
from scratch to resemble an officially-issued document.

•  Forgeries – a genuine document that has been altered 
in some way by either substituting a photograph, page, 
or personal details. 

•  Fantasy documents – documents with no authority, which 
are not officially recognised. They can have the physical 
appearance of a passport, but are not acceptable proof 
of either nationality or identity.

“ Always make 
sure a customer 
is who they 
claim to be 
by collecting 
reliable, official 
government-
issued 
photographic 
identification.”

FCA 2015

Always make sure you check and verify the identity of your customers, 
ask for additional information if you have any doubts. 

Criminals are increasingly stealing identity data online – for example 
persuading individuals to disclose personal details and passwords through 
‘phishing’ emails, which appear to be from an official source. Criminals 
can then trade this data with fraudsters.

Phishing involves a fraudster making a phone call to a potential victim, 
posing as someone from a bank or building society fraud investigation 
team, the police or another legitimate organisation, such as a telephone 
or internet provider. They attempt to obtain financial information, 
which often includes credit/debit card details (including PIN), bank 
account details and personal information such as full name, date of 
birth or address. This information is then used to gain access to the 
victim’s finances.

Fraudsters can also deceive the victim into transferring money themselves 
from their own bank account to one which is accessible to the fraudster. 
A variation on this scam involves the victim being persuaded to withdraw 
money from a branch or ATM to pay the fraudster.

Always make sure a customer is who they claim to be by collecting reliable, 
official government-issued photographic identification, such as a passport 
or driving licence. False documents can be used by fraudsters to submit 
applications for finance with stolen identities.
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How can you prevent 
losses from fraud?

Ensure your staff are trained in how to detect and help prevent fraud. Staff could 
lack awareness of what constitutes fraudulent behaviour – for example, a sales person 
may misreport a customer’s salary to secure a loan. 

Senior management should be aware of any vulnerable areas of the business 
and have adequate controls in place to combat the threat of fraud. 

Make sure your staff can recognise vulnerable customers who can face greater 
risks from fraudsters.  

Financial Crime

The FCA requires all regulated firms to have effective systems and controls in place 
to detect, prevent and deter financial crime, and to prevent the risk that details might 
be used to commit further financial crime. The FCA expects these controls to be 
appropriate to the size of your firm, the products you offer, the parts of the world 
where you operate and the type of customers who use your services. 

Firms must also ensure they meet the requirements set out in the Money Laundering 
Regulations 2007. As with fraud, financial crime can take many forms, which we will 
look at in more detail.

What is money laundering?

Money laundering is the term used to describe the process by which criminals 
disguise the original ownership and control of the proceeds of criminal conduct 
by making them appear to have derived from a legitimate source. Money laundering 
can include activities such as:

• Using legally gained income for illegal activities

•  Cleaning dirty money earned from illegal activities for example, drug trafficking, 
tax evasion, and fraud schemes

Money is laundered using the following process:

What is Anti Money Laundering? 

Anti Money Laundering or AML refers to the body of laws and regulations that establish 
a national framework to combat money laundering. Here in the United Kingdom we have 
the following regime: 

What is Terrorist Financing? 

Terrorist financing is the provision or collection of funds from legitimate or illegitimate 
sources with the intention or knowledge that they should be used to carry out any act 
of terrorism. For example: 

•  The Proceeds of Crime Act 2002 (POCA) sets out the money laundering 
offences applicable throughout the UK to the proceeds of all crimes. 
It captures not only conventional money laundering but also the acquisition 
of criminal money and possession by criminals of their own proceeds and 
the proceeds of crimes committed by others. POCA obliges you to submit 
a Suspicious Activity Report to the National Crime Agency if you know 
or suspect that a person is engaged in, or attempting, money laundering.

•  The Money Laundering Regulations 2007 implement European legislation 
designed to prevent money laundering and terrorist financing and requires 
firms to identify, verify and undertake due diligence on their customers 
adopting a risk sensitive approach. 

•  Joint Money Laundering Steering Group (JMLSG) provides guidance for 
the UK Financial Sector on interpreting the regulations.

•  The Financial Conduct Authority (FCA) – The FCA Handbook requires 
all regulated firms to have effective AML systems and controls in place 
to reduce the opportunity for money laundering.

•  Lawful Funding – Legally earned income donated from individuals who 
support the terrorist ideological view.

•  Unlawful Funding – Proceeds from debit or credit card fraud, loan frauds, 
or drug trafficking.

Step 1: Placement – 
the stage at which criminally 
derived funds are introduced 
into the financial system.

Step 2: Layering – 
the substantive stage of the 
process in which the property 
is ‘washed’ and its ownership 
and source disguised.

Step 3: Integration – 
the final stage at which the 
‘laundered’ property is 
re-introduced into the 
legitimate economy.
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Know Your Customer (KYC)

We have now discussed the definition of money laundering and terrorist financing, 
and how it can occur. A key concept of Anti Money Laundering is “Knowing Your Customer” 
(KYC). This is the process of verifying the identity of a customer and undertaking 
Customer Due Diligence (CDD) to gather information about them that enables an 
organisation to assess the extent to which the customer exposes it to a range of risks, 
including money laundering and terrorist financing.

Before you enter into a business relationship with any customer, you must verify that 
the customer is who they say they are and that the address they provide is legitimate. 
Verifying an identity and address means checking that the documentation and 
signatures provided by the customer match up, and that photographic identification 
is legitimate and looks like the customer providing it.

Does the customer raise 
a suspicion? 

The term red flag is commonly used to describe a warning sign or risk. Here are some 
things to look out for:  

Could the customer be a Politically Exposed Person and classified as a high 
risk customer? 

A Politically Exposed Person, known as a PEP, is someone who has been entrusted 
with a prominent public function. This could be an MP, senior judge, military officer 
or diplomat This would also include their direct family or close associates. 

Effective KYC controls and processes are vital as they can assist with:

•  Identifying customers who may pose a higher risk of money laundering 
or terrorist financing

• Detecting and reporting unusual or suspicious activity

•  Avoid criminal or regulatory exposure from persons who are attempting 
to use your firm’s services for illicit purposes

If you have a suspicion, what 
action should you take?

The FCA requires firms to establish and maintain effective systems and controls to 
prevent financial crime. This should include, where appropriate, the appointment of 
either a Money Laundering Reporting Officer or Nominated Officer with the appropriate 
competence to investigate any concerns of suspicious activity. 

The firm’s nominated officer (or an appointed delegate) must make an external report 
to the National Crime Agency (NCA) as soon as is practicable if they consider that there 
is knowledge, suspicion, or reasonable grounds that a person is engaged in money 
laundering or terrorist financing. This report is known as a Suspicious Activity Report 
(SAR). Within the regulated sector, failure to report suspicions is a criminal offence.

It is a criminal offence for anyone, following a disclosure to a nominated officer 
or to the NCA, to do or say anything that might either ‘tip off’ another person that 
a disclosure has been made or prejudice an investigation. 

Record keeping

There are record keeping requirements under the Money Laundering Regulations. 
All records relating to a customer must be retained for five years after the end of 
the customer relationship. 

Remember you should always maintain appropriate systems for retaining records, 
which can be made available when required. 

• Is the application unusual in anyway?

• Is the application larger than most typical transactions?

• Is it more complex than normal? 

• Is it inconsistent with the customer’s history? 

•  Is the customer reluctant or refusing to give all the information required?

•  Is the customer unsure of their date of birth or other personal details?

• Are they showing an unusual interest in early settlement?

• Do they want to pay a large deposit?

“ Always check the customer’s documents contain the exact 
legal name of the person or company director, address, 
registered office of the business and date of birth.”

FCA 2015
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Where to find further information

Here are some links to helpful information: 

Action Fraud: http://bit.ly/1d39KMP

Met Police: http://bit.ly/1sjXYba

National Crime Agency: http://bit.ly/Rn4BvX

JMLSG: http://bit.ly/1ztNnjT

Financial Sanctions: http://bit.ly/1jFLBSj
 http://bit.ly/1LWTYvn

FATF: http://bit.ly/1q51rKA

Bribery Act: http://bit.ly/1fmzCor

UK Gov: http://bit.ly/1Zd0iRe

FCA Handbook links: 

http://bit.ly/1PjEOBM

http://bit.ly/1Zd0u2N

http://bit.ly/1TJJvBA

http://bit.ly/1NDTM2t

What are financial sanctions?

Financial sanctions are imposed by Governments or bodies, such as the United 
Nations or the European Union, and may apply to individuals, entities and 
governments, who may be resident in the UK or abroad. 

Sanctions are measures to encourage a change in behaviour of a target state, 
individual or entity. They can be used as an enforcement tool when international 
peace or security has been threatened and also target those involved in terrorism, 
drug trafficking and other crimes. 

In the UK, sanctions are implemented and enforced through the Office of Financial 
Sanctions Implementation (OFSI), part of HM Treasury. It is a criminal offence 
not to comply with financial sanctions unless you have an appropriate licence 
or authorisation from HM Treasury. 

The FCA is not responsible for enforcing sanctions, but they expect firms to have 
systems and controls to enable them to meet their financial sanctions obligations 
and mitigate the risk of financial crime. This will include assessing the risk of making 
economic funds or benefits available to restricted parties.

The Office of Financial Sanctions Implementation (OFSI) ensures that financial 
sanctions are properly understood, implemented and enforced in the United 
Kingdom. They implement all sanctions imposed by the UN and EU.

Anti-Bribery & Corruption

The principal laws regarding bribery and corruption which are relevant to your 
businesses are the UK Bribery Act 2010 (UK Bribery Act) and, for some, the 
US Foreign Corrupt Practices Act 1977 (FCPA). Both have an extra-territorial effect 
which means that they may apply to your businesses or your employees wherever 
you conduct business - even where that business is not directly connected to the
UK or the US.

Your organisation and your employees can be held criminally liable for violations; 
which could result in unlimited criminal or civil litigation claims. Ensure your firm 
is vigilant about bribery and corruption, and that you have adequate controls in 
place to address the risks within your business and the third parties you deal with.

For example:

•  Senior management that stays up-to-date with, and understands,
bribery and corruption issues.

• Bribery and corruption risk assessment.

•  Policies and procedures (including staff recruitment, vetting and remuneration).

• Training and awareness programmes.

•  Risk-sensitive measures that address the risk that a third party is acting
on behalf of the firm.



We pride ourselves on being a proactive partner. So, if you would like more copies of this newsletter 
or previous issues, please get in touch with your Sales Manager or call us now on 0844 811 7740* 
Please remember that this content is for information only and does not constitute legal or regulatory advice. It is your responsibility to make sure you 
meet all of the regulatory requirements. If legal advice is required, businesses should consult their own lawyers and/or advisors.

barclayspartnerfinance.com
* Calls will cost no more than 7p per minute plus your phone company’s access charge. (International calls will be charged at a higher rate –  

please check with your telecoms provider.) To maintain a quality service we may monitor or record phone calls.
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